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Secfone

• The Secfone application brings unbreakable secure VoIP 
capability and messaging services to the Platinum phone.

• Full local data encryption: a Platinum device uses both 
Android’s encryption facilities and an additional layer of 
system-wide application data encryption.

• The Platinum phone uses both Android’s Verifi ed boot 
technology, as well as an additional layer of specially devel-
oped proprietary secure boot fi rmware, that assure that no 
third-party can compromise the critical components of the 
device as well as run malicious so� ware on the device.

• Secure wireless access point option enables usage of 
device as a wireless Secbox and provide MVCN-enabled 
access to devices that request it (e.g. a notebook, or a second 
non-Platinum mobile device).

• (Optional feature) Secure wired tethering option allows for 
device to be used as a wired Secbox, connected to a PC, via 
a USB cable.

• Fully protected upgrade/update facility enables only 
preapproved system updates to be installed on device (OTA 
for end users, as well as o�  ine upgrades when a device 
is serviced).Additionally hardened Android system level 
security via custom platform modifi cations, such as an improved 
SELinux implementation.

• Application signature verifi cation procedure disables 
installation of non-approved third-party applications.

• Advanced email client with enhanced security  that 
utilizes MVCN’s security features. An extensive set of MDM 
capabilities is incorporated into the Platinum platform.

• A full featured, rich application set for a complete user 
experience (e.g. web browsing, media player), coupled with 
complementary security additions (e.g. camera running in 
nongeotagging and secure mode).

• Customized user interface (boot up and shut down 
animations, system background, e.t.c.), that can be modifi ed as 
per the specifi cation and requirements of the client.

Secfone Platinum phone is 
essentially a fully fl edged MVCN 
endpoint, leverages all of MVCN’s 
proprietary security features:
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Applications
• Authentication, Communication Encryption
• Resource manipulation control (microphone, speaker, etc)
• Secure voice, messaging, email, e.t.c.

Security enhanced (hardened) OS
• Verifi ed system components
• No Google services, no unauthorized deployments of apps
• No location reporting
• Rootkit protection
• Local content encryption
• OTA upgrades over encrypted channel

Bootloader
• Ensures integrity of signed System and
• Recovery images

Verifi ed Smartphone Hardware
• Secure boot (ensures Bootloader integrity)

Secfone Cryptocard
• Hardware root of trust
• Provides PIN-restricted access to crypto 

functionality - Tamper proof, EAL5+ certifi ed hardware
• On-card key generation, True RNG

Weight 

Screen Size 

Dimensions 

Display resolution 

Display protection 

Primary 

Secondary 

Ba� ery 

Operating System 

Processor 

Memory (RAM)

Internal Storage

140 gr

5.0 inches

145.1 x 72 x 8.4

1280 x 720, HD (IPS panel)

Corning® Gorilla® Glass 3

8 MP

5 MP

2100 mAh (removable)

Android 5.1.1 Lollipop (Android Marshmallow in production) 

Quad-Core, 32-bit, 1.3 GHz Qualcomm Snapdragon 212 (MSM8909) 

2 GB

16 GB

SECFONE PLATINUM 5/S HARDWARE SPECIFICATIONS
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